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Abstract

Surveillance is critical for improving population health. Public health surveil-
lance systems generate information that drives action, and the data must be
of sufficient quality and with a resolution and timeliness that matches ob-
jectives. In the context of scientific advances in public health surveillance,
changing health care and public health environments, and rapidly evolving
technologies, the aim of this article is to review public health surveillance
systems. We consider their current use to increase the efficiency and effec-
tiveness of the public health system, the role of system stakeholders, the anal-
ysis and interpretation of surveillance data, approaches to system monitoring
and evaluation, and opportunities for future advances in terms of increased
scientific rigor, outcomes-focused research, and health informatics.
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INTRODUCTION

Public health surveillance, and by extension the systems used to enable surveillance, is central to
the practice of modern public health. Public health surveillance contributes data and information
to assess and characterize the burden and distribution of adverse health events, prioritize public
health actions, monitor the impact of control measures, and identify emerging health conditions
that may have a significant impact upon population health. The core role of surveillance systems
within public health practice, and their concomitant capacity to greatly influence the efficiency and
effectiveness of the public health system, has stimulated research to strengthen the scientific basis
of public health surveillance. In 1970, only 7% of PubMed articles about surveillance (20/277)
focused on methods, but that proportion rose to 60% by 2015 (7,400/12,400).

In the context of scientific advances in public health surveillance, changing health care and
public health environments, and rapidly evolving technologies, the aim of this article is to review
public health surveillance systems, including their current role, recent advances, and opportunities
for future advances. This review is divided into three sections. In the first two sections, we review
the contemporary use and evaluation of surveillance systems in public health practice and highlight
some notable recent advances in their use and evaluation through case studies and other examples.
In the third section, we discuss some promising opportunities for advancing surveillance systems
in the future and highlight notable research activities.

THE USE OF SURVEILLANCE SYSTEMS

The Concept of a Surveillance System

Surveillance, a core function of public health practice, is defined as “the ongoing, systematic col-
lection, analysis, and interpretation of health data essential to the planning, implementation, and
evaluation of public health practice, closely integrated with the timely dissemination of [this in-
formation] to those who need to know” and act upon that information (84, p. 164). A surveillance
system, in turn, is a collection of processes and components that enable public health practitioners
to conduct surveillance. Surveillance processes include data collection, data quality monitoring,
data management, data analysis, interpretation of analytical results, information dissemination, and
application of the information to public health programs. The enabling components of surveillance
systems may include laboratory diagnostics to detect or confirm health conditions; information
technologies to support the surveillance processes of data collection, analysis, and dissemination;
clinician consultation and reporting; clinician, public health, and laboratory worker education and
training; legislation, regulations, and policies that support the conduct of surveillance; systems
and directories for disseminating alerts, bulletins, clinical guidelines, and prevention recommen-
dations; program administration and management; and human factors (e.g., multisector commu-
nications and relationships) (54). Ultimately, public health surveillance systems should produce
information to guide public health decisions in many areas, including disease prevention, preven-
tion program planning and management, health promotion, quality improvement, and resource
allocation.

Using Surveillance Systems to Meet Public Health Objectives

From a societal perspective, public health surveillance systems should increase the efficiency and
effectiveness of the public health system, which is a primary determinant of population health. A
surveillance system affects population health by capturing data and generating information that
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public health practitioners and stakeholders can use to improve the quality of their decisions and
the effectiveness of their actions. From the perspective of the public health system, surveillance
systems support all three essential functions of public health—assurance, assessment, and policy
development (39). For a specific surveillance system, however, the objectives should be defined
more precisely (Table 1) (see also Supplemental Case Studies 1, 2, and 3; follow the Supple-
mental Material link in the online version of this article or at http://www.annualreviews.org/).
These objectives should be tailored to the outcomes under surveillance, the intended uses of the
information generated by the system, and the level (e.g., local, regional, national) of the public
health system at which the surveillance system is functioning. The processes and components of a
public health surveillance system should in turn be aligned with the objectives of the surveillance
system to ensure that valid information can be derived and applied to practice, to promote oper-
ational efficiency, and to ensure that the activities are within the legal or regulatory mandate of
the public health system.

Explicitly documented objectives for the surveillance system are also important for planning the
system, evaluating system performance, and enabling continuous improvement of data and system
quality. Surveillance objectives and budget should determine the number and type of data variables
to be collected (e.g., demographic or behavioral data variables), including the required level of
resolution of the data, the population under surveillance, the required timeliness of information for
effective action or response, the frequency of data analysis and interpretation, and the resources
required to support the surveillance system. Similarly, surveillance objectives should influence
decisions about data collection, management, analysis, integration, dissemination, security, and
privacy. It is best to identify inconsistencies between the objectives (and their implications for
system design and performance) and resources at the planning stage so that one or the other can
be adjusted accordingly.

Ultimately, a public health surveillance system’s objectives indicate how the data are intended
to be used for public health action. Over 40 years ago, Dr. William Foege wrote,

The reason for collecting, analyzing and disseminating information on a disease is to control that
disease. Collection and analysis should not be allowed to consume resources if action does not follow.
Appropriate action, therefore, becomes the ultimate goal and the final assessment of the earlier steps
of a surveillance system. (28, p. 30)

Surveillance data have been used to guide a range of public health actions. Table 1 presents
examples of surveillance data use by surveillance system objective to illustrate the range of public
health actions that can be informed by public health surveillance data.

The Expanding Use of Surveillance Systems

The initial focus of public health surveillance principles and practices was on infectious diseases, but
today public health surveillance systems are used to monitor and forecast a broad range of health
determinants (e.g., risk behaviors, health care services, and socioeconomic factors) and outcomes
relevant to infectious diseases, injuries, chronic diseases, mental health, and occupational and
environmental health. The case studies on the Major League Baseball Health and Injury Tracking
System (MLB HITS) and active transportation surveillance are examples of surveillance systems
focused on noninfectious diseases (see Supplemental Case Studies 1 and 3). In particular, in
the case of the MLB HITS, two non–public health entities, an industry (MLB) and its worker
association, established a surveillance system to identify and monitor work-related injuries and
associated risk factors and to assure the effectiveness of the intervention (64).
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Table 1 Surveillance objectives and examples of surveillance system data use by surveillance objective

Surveillance
objective Surveillance system Surveillance method Example of surveillance data use

Guide immediate
action for cases of
public health
importance (e.g.,
initiating
investigations or
interventions)

Acute flaccid paralysis
(AFP) surveillance
(24, 81; see
Supplemental Case
Study 2)

Monitoring of AFP (a
clinical syndrome with
several potential
etiologies, including
poliovirus) as
reportable condition in
countries not reporting
confirmed polio cases
Etiology of AFP cases is
determined via testing
of stool specimens

Determine extent and duration of wild poliovirus
circulation; identify causes of outbreak or reason for
AFP clustering; initiate control measures
(immunization, enhanced surveillance) to interrupt
transmission, prevent spread, or improve detection
capability

Measure the burden of
a disease (or other
health-related event)
and monitor trends
over time, including
changes in incidence
and the identification
of high-risk
populations

State-based child
body mass index
(BMI) surveillance
systems (10)

Collection of child
height and weight data,
typically in a
school-based setting at
least every two years

Detect disparities in prevalence of overweight and
obesity based on socioeconomic status and
race/ethnicity; identify the determinants of local
variation in obesity prevalence; evaluate local public
health interventions

Support early
detection and
response to outbreaks
or new or emerging
health concerns

Gonococcal Isolate
Surveillance Project
(45)

Sentinel surveillance
system to monitor
trends in antimicrobial
susceptibilities of
Neisseria gonorrhoeae
strains among men with
gonococcal urethritis
attending 1 of 27
sexually transmitted
disease clinics in the
United States

Guide development of national treatment
recommendations for effective therapy and
prevention of gonorrhea; set research and
prevention priorities; guide the planning and
allocation of STD prevention services and
resources; inform clinical practice

Guide the planning,
implementation, and
evaluation of
programs to prevent
and control disease,
injury, disability, or
exposure to
environmental
hazards

Post-licensure Rapid
Immunization Safety
Monitoring
(PRISM) program,
the immunization
safety monitoring
component of US
Food and Drug
Administration’s
Mini-Sentinel
project (5, 72)

Monitoring of three
million people who
received H1N1 vaccine
by linking data from
private health plans and
public immunization
registries; analysis of
data to identify
time-invariant
confounders (e.g.,
chronic illness) and rare
outcomes (comparison
of current and historical
data)

Identify adverse health events potentially associated
with H1N1 vaccination to increase our
understanding of vaccine safety and to inform
immunization policy

(Continued )
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Table 1 (Continued )

Surveillance
objective Surveillance system Surveillance method Example of surveillance data use

Provide reassurance
during periods of
perceived increased
risk that incidence of
a health condition is
not increasing

Syndromic
surveillance system
monitoring
over-the-counter
(OTC) pharmacy
sales (61)

Monitoring of OTC
antidiarrheal
medication sales to
identify unusual sales
patterns; monitoring of
pharmacy sales
promotions for these
products to aid
interpretation of sales
data

Investigate citywide syndromic surveillance signals
identified in sales of OTC antidiarrheal medications
using multiple communicable disease surveillance
systems data [emergency department visits with
chief complaint of diarrhea, school nurse visits for
stomach ache or diarrhea, enteric reportable
diseases, clinical laboratory stool specimen
submissions, water quality indicators and
complaints, and social media mentions of key words
(e.g., diarrhea, loperamide, water quality)]. Findings
possibly reflected sales promotions but not
increased diarrheal illness

Evaluate public policy Active Bacterial Core
Surveillance System,
a component of
CDC Emerging
Infections Program
(48, 63)

Population-based, active
surveillance network in
ten geographically and
racially diverse
jurisdictions
comprising up to 12%
of the US population

Guide vaccine development; determine vaccine
effectiveness; formulate immunization policy

Detect changes in
health practices and
the effects of these
changes

Swedish Strategic
Programme Against
Antibiotic Resistance
(77)

Repeated national
point-prevalence
surveys of antimicrobial
use in Swedish hospitals
[monitored treatments
for predefined
diagnostic groups,
defined daily dose (a
measure of antibiotic
pressure), and reason
for antimicrobial use
(i.e., prophylaxis,
community-acquired
infection,
hospital-acquired
infection)]

Note increasing compliance with treatment
guidelines for lower urinary tract infections for
women and for community-acquired pneumonia.
Compliance with surgical prophylaxis guidelines did
not improve over the eight-year period. Main
intervention was to increase appropriate
antimicrobial use through use of an audit feedback
approach using local survey data

Prioritize the
allocation of health
resources

National
Immunization
Survey (NIS)—Teen
(6)

Annual national
household survey of
parents of adolescents
(13–17 years of age) and
provider verification of
vaccination

Estimate measles susceptibility, proportion of
children vaccinated at each age, and number of
adolescents in each state who failed to receive the
first dose of measles vaccine; reemphasize the need
for high measles vaccination coverage to support
population-level immunity and prevent
reestablishment of indigenous measles transmission
in the United States

(Continued )
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Table 1 (Continued )

Surveillance
objective Surveillance system Surveillance method Example of surveillance data use

Describe the clinical
course of disease

Surveillance systems
and other data
sources to determine
the impact of
rotavirus vaccination
in Belgium (70)

Eight surveillance
systems or data sources,
including lab-based
surveillance (numbers
of tests performed and
positive results),
hospital discharge
surveillance (admissions
for rotavirus and
all-cause
gastroenteritis),
mortality due to
rotavirus and all-cause
gastroenteritis, health
services data (rotavirus
vaccination coverage)

Describe changes in timing and age of rotavirus
infection (postvaccination annual incidence peak
shifted to spring instead of winter; average age at
infection and hospitalization increased); obtain
evidence for herd immunity (number of
lab-confirmed and hospitalized rotavirus cases
decreased in both vaccinated and unvaccinated
persons); determine changes in rotavirus testing
before and after vaccination introduction; estimate
vaccination coverage

Provide a basis for
epidemiologic
research

Major League
Baseball’s (MLB)
Health and Injury
Tracking System
(HITS) (64; see
Supplemental Case
Study 1)

Voluntary enrollment of
baseball players into
medical record and
injury tracking system
to monitor injury,
medical, treatment, and
prevention data

Identify most frequent types of injury; initiate
research projects to investigate injury patterns and
identify potential interventions (including rules
change)

Beyond the monitoring of individual risk factors and outcomes, surveillance systems have
also been developed recently to monitor the presence, emergence, or evolution of infectious
agents in the environment. For example, a recent surveillance evaluation sought to determine
if bioaerosol sampling methods are suitable for routine surveillance for viruses in environments
that facilitate aerosolization (3). Investigators compared bioaerosol sampling in swine farms to
concurrent animal, environmental, and human sample testing to detect novel influenza viruses.
These data supported the identification of novel influenza viruses and of climatic factors and
animal husbandry practices that may increase the risk of human exposure to aerosolized influenza
A in agricultural settings.

The use of surveillance systems has also expanded in relation to communicable diseases, for
example to monitor the impact of vaccination programs on viral evolution in order to inform
vaccine design and maintain vaccine effectiveness. One such example is the New Vaccine Surveil-
lance Network, which monitors the etiology of acute gastroenteritis in the United States and has
documented the decline in Group A rotavirus–associated gastroenteritis incidence among chil-
dren following reinitiation of rotavirus immunization in the country (11). The Network continues
to monitor the genotypic variation in the rotavirus strains circulating in the United States and
has noted a major shift in the predominant genotype prevalence in the years 2008–2013. Data
from surveillance systems are also used increasingly to forecast or predict future trends in disease
distribution. Early identification of the timing and intensity of the annual seasonal epidemic of
influenza is useful to inform public health planning and response. To determine if reasonably
accurate forecasts can be made during flu season, the Centers for Disease Control and Prevention
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(CDC) organized a challenge to predict the 2013–2014 United States influenza season (8). Find-
ings indicated that flu forecasting can yield reasonably accurate estimates of the start, peak, and
intensity of the influenza season. Although forecasting may be technically feasible, more work is
needed to improve its accuracy so that policy makers can use these predictions to guide prevention
and control efforts.

Many public health agencies have also chosen to actively monitor health communications and
news media—especially during a public health emergency—both to refine the public health re-
sponse and to inform decisions about the creation, alteration, or refinement of health or risk
communication messages (67). Recognition that public health law and policy influence commu-
nity health has led some organizations to establish surveillance systems to monitor the impact of
public health laws and policies on communities, environments, and individuals (18, 23, 66). Longi-
tudinal surveillance data used to examine the impact of laws and policies on community health are
distinguished from the legislative tracking systems that are commonly utilized to monitor policy
interest and activity. Law and policy tracking over time and across jurisdictions can help policy
makers, advocates, and researchers understand what the laws are on a particular topic and can
provide them with data to evaluate their impact (66).

This increasing breadth of application of public health surveillance systems raises many issues,
including the engagement of a broader set of stakeholders in surveillance activities and the need to
adapt existing analytical methods to new objectives and data sources. In the following two sections,
we consider these two issues.

The Importance of Stakeholder Engagement in Surveillance Systems

Public health organizations often conduct surveillance under a legal mandate, but to maintain the
public’s trust, they must conduct surveillance in a manner that is responsible and of sufficient quality
to inform population health improvement. The substantial public and private sector investment
in surveillance also demands that the data collected by surveillance systems be used and that
stakeholders perceive the system to be useful (21). Stakeholders may contribute data or resources
to a surveillance effort, act upon the information generated, or use surveillance information to
advocate for prevention and control efforts to improve population health. Typical stakeholders
include public health practitioners, health care providers, policy makers, and members of affected
communities, academia, professional associations, private industry, and not-for-profit advocacy
organizations. Engaging with a variety of system stakeholders during system planning, design,
implementation, and evaluation encourages broad-based ownership of the surveillance activity
and allows the economic, social, and cultural factors that influence prevention and control to be
identified and addressed, increasing the likelihood that the information generated by the system
will be useful.

For surveillance systems to achieve their greatest impact, it is necessary to identify system
stakeholders, understand their roles (e.g., contributing data or advocating for assistance to those
affected by the health outcome under surveillance), and engage them throughout the surveillance
process (21). Prior to the initiation of surveillance, the stakeholder input, such as the information
sought for decision making, may inform the definition of system objectives. When the surveillance
system is active, stakeholders can help interpret the reported data based on their knowledge of
the health outcome or the environment in which the data are collected. They may also respond to
the information generated by the surveillance system and recommend and influence surveillance
system evaluation to ensure the system is meeting its objectives.

Increasingly, the general public can be considered a partner in the surveillance process, as novel
data streams “whose content is initiated directly by the user (patient) themselves” are investigated

www.annualreviews.org • Public Health Surveillance Systems 63



PU38CH04-Groseclose ARI 17 March 2017 16:41

and integrated into traditional public health surveillance (2, p. 1). Widespread availability of these
novel data streams has led to the investigation of new surveillance methods—e.g., natural lan-
guage processing and monitoring of Twitter posts to augment traditional influenza surveillance
(12) or prediction of dengue incidence using search query surveillance (1)—and new surveillance
data sources, such as restaurant reservation and review logs (35, 58) or over-the-counter phar-
macy sales (62). These novel methods and data sources require validation (e.g., comparison to
existing surveillance data) and prospective evaluation to determine if they add value to established
surveillance systems. As Salathe et al. (71, p. 403) noted, “the dynamics of information spread
are inherently different from the dynamics of disease spread” and the influence of changing user
behavior on participatory surveillance and digital health surveillance must be further evaluated.

Analysis and Interpretation of Data in Surveillance Systems

The analysis of public health surveillance data is typically performed to detect the presence (or
absence) of signals (i.e., unusual patterns in the reported data by person, place, and time compared
to historical data) that may prompt a public health investigation or other actions. Surveillance
data analysis may also be performed to identify the association (or lack thereof) between reported
health outcomes and patient or population characteristics to understand the local epidemiology
of the condition under surveillance and to determine effective prevention or control measures.
Because they are collected and monitored over time, surveillance data can support the detection
of trends in reported data by person, place, and time and the identification of changes in disease
incidence compared to historical data.

Surveillance data analysis and interpretation should directly support the surveillance system
objectives and be performed in alignment with surveillance system processes. The content and
structure of a valid surveillance system should be defined and monitored to ensure that quality
data are received and available for analysis. For example, surveillance data quality review should
be initiated as data arrive and conducted at each data update. Similarly, standard analytic routines
should be specified prior to receipt of surveillance data and performed at each major data update.
In addition, it is useful to anticipate the types and magnitude of signals or surveillance measure
values that may be generated by the surveillance system, both to evaluate the system (e.g., by
simulating expected signals and determining the capacity of the system to detect those signals)
and to define and implement public health action(s) in response to the population health metrics
generated by the analysis of the data (14). Ad hoc analyses may be conducted in response to novel
questions or stakeholder requests.

The available data, together with the system objectives, help to define the analysis options.
Traditionally, researchers have used straightforward methods due to limitations in the data (e.g.,
quantity, resolution, volume) and to a lack of evidence supporting the use of more sophisticated
methods. Over the last three decades, the amount of data available has expanded greatly, computing
power and storage capacity have increased exponentially, and surveillance objectives have evolved
to address a wider set of considerations and more immediate threats. All these factors have pushed
innovation in the development and evaluation of analytical methods in surveillance.

In particular, the objective of rapid outbreak detection has prompted the examination of
a wide range of detection methods and the comparison of these methods against one another
using different types of data and outbreaks. This work has contributed some qualitative insights,
including the observation that no single detection approach is likely to be optimal for all
surveillance applications, and that it may be possible to identify methods that are better suited to
one particular application (14). Another recent trend has been toward the integration of data from
multiple sources into a single analysis. Whereas traditional surveillance analyses have tended to
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focus on a single time series of case counts or rates, the increasing availability of data from clinical
systems and other sources has provided the opportunity to consider additional covariates within
each record (74, 88) and to integrate data on risk factors and multiple outcomes into a single
analysis (56). Another strategy for integrating data from multiple sources has been to develop
decision rules or policies based on the pattern of alerts observed across data streams (78). Data
integration also poses a challenge in chronic disease surveillance, where, given the multifactorial
causation and complex progression of most chronic conditions, surveillance systems tend to
follow multiple indicators concurrently. One strategy that is being explored to support the
effective use of such information draws on the concept of evidence-based public health (13) and
presents indicators in the context of existing evidence to help users appreciate patterns in the
data and identify actions that are likely to improve population health (75).

MONITORING AND EVALUATION OF SURVEILLANCE SYSTEMS

Performance monitoring and the evaluation of surveillance systems are complementary processes
conducted by public health practitioners and other surveillance system stakeholders. Surveillance
system performance is monitored through the ongoing assessment of surveillance processes, such
as by following the completeness and timeliness of data collection and reporting. Evaluation
focuses on whether the system is meeting its objectives and making effective use of its resources.
Both monitoring and evaluation can identify opportunities for surveillance system performance
improvement, and both provide information on performance to aid the interpretation of data.
Historically, greater attention has been given to evaluation, but monitoring is of increasing interest
given the growth in automation and data-intensive systems.

Routine Monitoring of Public Health Surveillance Systems

The monitoring of a surveillance system can be defined as the routine process of data collec-
tion and the measurement of surveillance program or process changes over time using previously
agreed-upon plans, schedules, and indicators (27). Discrepancies between actual and planned
system performance are identified via routine monitoring, and corrective actions are taken—
akin to quality improvement approaches intended to systematically improve the performance
of any system. A routine monitoring perspective recognizes that surveillance system perfor-
mance indicators are not static: They are often reformulated based on evaluation findings (31).
Similarly, surveillance monitoring data might indicate where more comprehensive evaluation is
needed.

Surveillance system performance indicators are defined to specify some aspect of, or a change
in, a process, outcome, or activity and to identify sources of variation that, if not addressed,
may cause changes in the quality of the information generated by the system or in the system’s
performance. Well-defined surveillance indicators are specific in nature, measureable, relevant for
the setting in which the system operates, and obtainable in a timely manner (27). Indicators may
be of different types, e.g., they may focus on process, outcome, or output. Indicators should have
a defined target and be operationalized using a protocol or algorithm that indicates thresholds
for alerting or response. It is useful to define the recommended actions to take in response to
the indicator data and accompanying protocols to allow the identification of and response to the
causes of missed indicator targets.

Routine monitoring of surveillance system indicators yields information to assess the current
performance of the surveillance system and provides early warning of potential system deviations.
Analysis of performance monitoring data allows public health organizations to set goals for system
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performance improvement. Perhaps the most important use of surveillance monitoring data is to
aid the interpretation of the data generated by the surveillance system. Surveillance indicators can
also be used to set priorities for the surveillance system [e.g., to identify the attributes (timeli-
ness, representativeness, sensitivity, etc.) of greatest importance for the health outcomes under
surveillance and for the objectives of the system] or to identify actions that should be undertaken
to enhance quality, performance, or impact. Examples of surveillance system performance indi-
cators are provided in the polio surveillance case study (see Supplemental Case Study 2) and in
Table 2. Routine monitoring of surveillance systems’ performance is increasingly recognized as
an essential surveillance process, particularly for highly automated systems that receive data in real
time.

Evaluation of Public Health Surveillance Systems

A number of factors may indicate that it is time to formally evaluate a surveillance system us-
ing a specific study design to assess key surveillance attributes [e.g., sensitivity, positive pre-
dictive value, and representativeness (Table 3)] that influence the relevance, effectiveness, and
impact of the surveillance system. For example, routine monitoring of surveillance system per-
formance indicators may identify trends that should be explored more thoroughly to identify
improvements that can enable the system to better meet its objectives and achieve its desired
performance. Unexpected performance, such as a community gastrointestinal disease outbreak
that is missed by a foodborne disease surveillance system, may stimulate an evaluation. Dis-
crepancies in the information generated by different surveillance systems may also cause health
department staff to initiate an evaluation to determine the reason for the discordance. Evalua-
tion allows the system’s sponsor and stakeholders to determine if the system is generating data
that can be used to address its objectives; to make effective use of fiscal, personnel, and tech-
nology resources; to meet the needs of stakeholders; and to maintain the system’s public health
relevance given changing health care practices, hazards, disease epidemiology, or information
needs.

Table 3 summarizes the definition of the attributes used to evaluate a surveillance system
and the methods employed to measure them. Some attributes are more important for selected
surveillance purposes and health outcomes than others (37). The reason for this may be obvious
when one considers concurrently the objectives and attributes of a system. For example, rapid
outbreak detection is often a stated objective for systems monitoring communicable diseases:
Timely and representative population-based health-related data are required to avoid missing
outbreaks of public health importance and to ensure rapid public health action.

Therefore, surveillance system evaluation is typically driven by the assessment of specific at-
tributes (Table 3); however, if such an evaluation is pursued in a reductionist manner (i.e., by
assessing system attributes independent of one another), key insights into the surveillance system
process and information may be missed. In other words, the attributes of public health surveillance
systems are related to one another; strengthening one system attribute could adversely affect an-
other attribute of a higher priority. For example, data quality, although critical, need only be good
enough to meet the objectives of the system. The Council of State and Territorial Epidemiologists
recommends that “because no data are perfect and perfecting data can be costly, matching data
quality to its use is imperative” (79, p. 238). Data of poor quality make the system less acceptable
and potentially less representative of the population under surveillance:

Efforts to improve sensitivity, positive predictive value, representativeness, timeliness, and stability can
increase the cost of a surveillance system, although savings in efficiency through use of information
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Table 2 Examples of performance monitoring indicators used by surveillance systems

Surveillance
system

Surveillance
objective

Monitoring
indicator Indicator threshold Method of calculation

Indicator
type

National Human
Immunodeficiency
Virus (HIV)
Surveillance
System, United
States (32, 33, 42)

Measure
prevalence of
persons with
HIV infection
and monitor
over time

Completeness of
reporting of
persons with
HIV infection

≥85% of the
expected number of
cases for a diagnosis
year reported
within 12 months of
the diagnosis year

Jurisdictions use a
three-source
capture-recapture model
to estimate completeness
of reporting for persons
newly diagnosed with
HIV; data sources
include health care
provider, laboratory, and
a third source such as
viral hepatitis
surveillance data.

Outcome

Monitor HIV
infection case
fatality rate and
trends

Death
ascertainment

Linkage of HIV case
reports to mortality
data sources at least
annually

Jurisdictions link HIV
infection case reports
with one or more of the
following: Vital Statistics
Data, Social Security
Death Master File, and
National Death Index.

Process

Accurately
monitor HIV
infection case
counts at
jurisdictional
and national
levels

Intrastate and
interstate
duplicate cases

≤5% duplicate cases
assessed at
12 months after the
close of the report
year

Intrastate: calculated
monthly. Selected case
report variables are
matched with
jurisdiction’s database,
followed by manual
review and resolution of
potential matches.

Interstate: calculated
semiannually. Selected
case report variables are
matched across
jurisdictions at the
national level, followed
by manual review and
resolution of potential
matches.

Process

Vaccine-preventable
diseases (e.g.,
rubella) reported to
the National
Notifiable Diseases
Surveillance
System (NNDSS),
United States (69)

Accurately
monitor burden
of rubella
infection and
case
characteristics

Rubella case
report data
quality

Proportion of rubella
cases reported to
NNDSS with
complete
information for
selected variables
(e.g., clinical and
epidemiologic case
characteristics, lab
test results,
vaccination history)

Number of rubella cases
reported to NNDSS
with complete
information for selected
variables is compared
with total number of
rubella cases reported to
NNDSS.

Outcome

(Continued )
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Table 2 (Continued )

Surveillance
system

Surveillance
objective

Monitoring
indicator Indicator threshold Method of calculation

Indicator
type

Detect imported
rubella cases

Surveillance
system sensitivity
to detect rubella
cases (because
endemic
transmission of
rubella has been
eliminated in the
United States)

Proportion of rubella
cases having an
imported source

Number of rubella cases
reported to NNDSS that
have an imported source
is compared with total
number of rubella cases
reported to NNDSS.

Outcome

Monitor rubella
diagnostic
efforts

Number of
submissions of
laboratory
requests for
rubella
diagnostic testing

Number of
submissions of
laboratory requests
for IgM antibody
tests for rubella

Electronic lab reports of
orders for rubella IgM
antibody testing are
analyzed per time period
Rationale: “If testing
occurs, the diagnosis is
being considered, so the
absence of reported cases
is more likely to reflect
the absence of disease.
Without an external
standard, how much
testing is ‘enough’ is still
open to question” (69).

Outcome

technology (e.g., electronic reporting) might offset some of these costs. As sensitivity and positive
predictive value approach 100%, a system is more likely to be representative of the population with the
event under surveillance. However, as sensitivity increases, predictive value positive might decrease.
(31, p. 182)

A recent systematic review of 99 articles examining animal and human health surveillance
system evaluations identified 23 different attributes of surveillance systems (26). Almost one-half
of the evaluations assessed only one or two attributes; the attributes assessed most frequently
were sensitivity, timeliness, and data quality. The investigators noted with some concern that
surveillance objectives for the system being evaluated were often not stated, and therefore the
rationale for assessing the selected attributes was not always evident.

Advances in Surveillance System Evaluation

Investigators continue to pursue novel methods to evaluate and improve the ability of surveil-
lance systems to support new uses of data. Historically, cancer surveillance systems did not focus
on improving timeliness because immediate uses of the data for the affected patient or commu-
nity were limited. However, with improvements in cancer diagnosis and interventions, there is
renewed interest in increasing the timeliness of cancer surveillance systems so the data can be
used to expedite the enrollment of eligible patients in clinical trials, to identify the inception of
individual treatments or population-based interventions, and to monitor the effectiveness of the
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Table 3 Public health surveillance system attributes and their measurementa

Attribute Definition Measurement considerations

Acceptability Willingness of persons and organizations to
participate in the surveillance system.

May be indicated by the participation rate of data
providers, completeness of case report data,
timeliness or frequency of data reporting, or
responsiveness to requests for supplemental
information on reported health events. Acceptability
can be influenced by the time and effort required to
complete and submit surveillance reports or by
perceptions of the benefits derived from
participation in the surveillance system.

Cost-effectiveness Relationship between the expected outcomes and the
costs of surveillance to achieve these outcomes.
Surveillance system costs include direct costs
(personnel and material resources), indirect costs
(resulting from preparedness and response to
surveillance findings), and prevention benefits or
costs from a societal perspective (e.g., effects of the
information generated on decision making and
population health).

Assessment of surveillance resources typically focuses
on direct costs. Because of the complexity of
surveillance and response processes, it is usually
difficult to define indirect costs. For some infectious
disease surveillance systems, investigators have
modeled the expected future costs of strategies for
continued vaccination, surveillance, and other public
health activities (82, 83).

Data quality Completeness and validity of data in the surveillance
system.

Can be measured as the proportion of data intended
to be collected that was actually collected
(completeness) and the proportion of data entries
that correctly reflect the true value of the data
collected (validity). Includes proportion of unknown,
invalid, and missing values for reported data
elements. Validity may be estimated by the
proportion of errors in surveillance system data
compared to analogous data from one of the system’s
data sources.

Flexibility Ability of the surveillance system or its processes to
adapt with little additional time or resources to
changing epidemiologies, information needs,
technologies, or clinical practices.

Is best evaluated retrospectively by observing how the
system has responded to new requirements or
changes in surveillance processes or environment
(e.g., new health-related events, case definition
changes, modification of policies affecting the patient
population eligible to receive care from participating
reporting sources, or introduction of new
information technologies).

Predictive value
positive (PVP)

Proportion of cases reported to the system that
actually have the health condition under
surveillance. For event-based surveillance, PVP
represents the probability that a detected outbreak is
of public health significance and requires response.

Cases reported to the system must be investigated to
determine if they represent true or confirmed cases
of the health event under surveillance. Low PVP may
be addressed by case definition revision, request of
additional data, or staff training to increase reporting
accuracy. For event-based surveillance, criteria
denoting a real outbreak should be defined and the
outcomes of investigations of potential outbreaks
identified by the system should be monitored and
characterized per outbreak definition criteria.

(Continued )
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Table 3 (Continued )

Attribute Definition Measurement considerations

Representativeness Ability of the system to accurately describe the
occurrence of a health condition under
surveillance over time and its distribution in the
population by place and person.

Representativeness is assessed by comparing the reported
cases or events to all actual cases/events. Information on
all cases/events is seldom available, but surveillance data
representativeness can be described in terms of
geographic coverage, demographic distribution, and
clinical manifestation of the health conditions under
surveillance that were reported to the surveillance
system. For example, is there uneven distribution of
reported cases/events based on our understanding of the
epidemiology of the health condition in the population
under surveillance?

Security Processes and methodologies to keep surveillance
data and information confidential, available, and
accurate.

Surveillance system security policies and practices should
be reviewed to ensure that security levels and
procedures for surveillance system data or system access
are defined and enforced; data use and release policy
and protocol is available; and access to the surveillance
system software application is controlled.

Sensitivity Sensitivity of a surveillance system to (a) case
detection (proportion of individuals who have the
condition of interest), (b) outbreak detection
(probability that the surveillance system will
detect a significant increase in a health condition
in time or space), and (c) case definition (ability of
the case definition criteria to accurately represent
the health condition of interest and classify the
cases to which it is applied).

Case detection sensitivity can be measured by the
number of cases reported to the surveillance system
divided by the number of cases in the population under
surveillance. Outbreak detection sensitivity may be
estimated retrospectively (e.g., were outbreak cases
reported to the system? Was the temporal or spatial
association of the cases noted prior to outbreak
recognition from some other data source?) or
prospectively (e.g., is an observed increase in case
reports indicative of an outbreak requiring response?).
Simulated or authentic data may be used to determine
the characteristics of outbreaks that can be identified by
the system (e.g., some absolute number of cases in time
and space) or statistically derived thresholds (e.g., based
on standard deviations). Sensitivity of the case
definition depends on (a) the health condition under
surveillance; (b) our knowledge of the epidemiology of
the condition; (c) our ability to describe the condition
based on clinical signs and symptoms, laboratory
criteria, or epidemiological criteria; and (d ) the
availability of relevant data elements in the surveillance
system’s data sources.

Simplicity Structure and ease of operation of the system
across the surveillance process cycle from data
collection to use. Systems should be as simple as
possible while still meeting their objectives.

May be characterized in terms of (a) availability, amount,
and type of data elements needed to characterize health
events under surveillance; (b) number and type of
organizations providing and using the data monitored;
(c) number and type of data interchanges and
transformations within the system; (d ) data provider
and system operator training requirements; and (e) type
of information technologies used by the system.

(Continued )
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Table 3 (Continued )

Attribute Definition Measurement considerations

Stability Ability to collect, manage, and provide data without
failure (reliability) and to be operational when
needed (availability).

Measures for determining stability can include the
number or duration of unscheduled outages of the
information system(s) supporting the surveillance
system; the comparison of the desired and actual
amount of time or resources required for the system
to collect, manage, analyze, interpret, and release
data from the system; or the presence or absence of
continuity of operations procedures intended to
maintain system performance.

Standards use Use of data exchange, messaging, or other
information technology standards by a surveillance
system that enhances the ability of the system and its
software applications to communicate, exchange
data, and use the information that has been
exchanged.

Determine whether the system uses data standards
(e.g., ICD, LOINC, or SNOMED)b as valid values
for appropriate data variables or has the ability to
translate its variable values to data standard concepts;
determine whether the system uses standard data
interchange protocols (e.g., Health Level 7) to
exchange data with other information systems.

Timeliness Time between any two steps in the surveillance
process. Steps in the surveillance process will vary by
system. The relative importance of timeliness of
surveillance process intervals varies by surveillance
objective and health event under surveillance.

For systems aiming for early detection of events of
public health concern, timeliness assessment should
focus on the detection of the hazard or agent causing
the health condition or the identification of
symptomatic individuals when they first seek care.
For other systems, timeliness measures may indicate
time to initiate interventions based on information
derived from the system or time to accumulate
sufficient information on which to develop risk
communications or clinical guidance. Timeliness is
influenced by surveillance methods and data
source(s).

aTable adapted from References 21, 26, 27, 31, and 37.
bThe International Classification of Disease (ICD) is the diagnostic classification standard for all clinical and research purposes and is maintained by the
World Health Organization. The Logical Observations Identifiers Names and Codes (LOINC), produced by the Regenstrief Institute, is a clinical
terminology for laboratory test orders and results. The Systematized Nomenclature of Medicine (SNOMED) is a systematic, computer-processable
collection of medical terms in human and veterinary medicine that provides codes, terms, synonyms, and definitions covering anatomy, diseases, findings,
procedures, microorganisms, and substances.

interventions (60, 68). Investigators interested in early recognition and management of chronic dis-
eases have improved diabetes case detection timeliness and sensitivity by developing and validating
an automated, real-time diabetes case-finding algorithm using data extracted from a comprehen-
sive electronic health record (53). Similar algorithms are being developed and used for electronic
case reporting of notifiable infectious diseases in some jurisdictions to increase surveillance time-
liness and the sensitivity of case detection (9, 49). Syndromic surveillance systems originally devel-
oped to support early detection of public health events are designed to alert at very low thresholds,
which often results in high false-positive rates (i.e., low positive predictive value). Historically,
practitioners have tried to improve the accuracy of syndromic surveillance systems by modify-
ing statistical outbreak detection algorithms or by comparing results from different surveillance
systems. Using methods borrowed from chronic disease surveillance, researchers have identified
patient, physician, encounter, and billing characteristics (e.g., patient age, workload, and treating
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physician’s billing history) that can be used to adjust analyses of syndromic surveillance data to
reduce false positive alerts (19).

Assessments of surveillance data quality have typically reported the proportion of selected data
variables with missing or unknown data. Less frequently, investigators have attempted to validate
the accuracy of the values reported for selected data variables. Two studies looking at the preva-
lence of cancers and sexually transmitted diseases among American Indians linked surveillance
data to Indian Health Service registries to determine the accuracy of race and ethnicity data and
the degree of misclassification (40, 86). In both studies, American Indian race was misclassified and
underreported, resulting in underestimation of the burden of these health conditions among Amer-
ican Indians and limiting the usefulness of these data for monitoring progress towards addressing
health disparities. An assessment of the quality of address data in reportable campylobacteriosis
notifications in Montreal identified errors in 10% of reported addresses and missing addresses
in 5% of the notifications (90). Address correction changed the case geolocation by a median of
1.1 km—which is significant if interventions are implemented based on neighborhood risk. Fur-
ther evaluation of the impact of errors in public health data is warranted, focusing in particular on
how these errors affect routine public health practice (e.g., geocoding for spatial monitoring or
cluster detection or use of surveillance to direct and evaluate interventions or allocate resources).

Everything done to influence surveillance processes or activities should support the objectives
of the surveillance system being reviewed or evaluated. Use of new methods or tools should be
pursued if they are likely to improve surveillance data quality or system performance (with regard to
the system’s objectives). Investments in improvements to the performance of surveillance systems
should connect to the “so what?” of public health; that is, new technologies or modified surveillance
processes should support the generation and application of information for public health decision
making and policy formulation.

OPPORTUNITIES TO ENHANCE THE EFFECTIVENESS
OF SURVEILLANCE SYSTEMS

To make surveillance more scientific, one must encourage systematic observation and measurement,
data collection, more precise analysis, and more effective data dissemination. In addition, both good sci-
ence and good management require rigorous evaluation of current surveillance systems and alternative
approaches to data collection, analysis, and dissemination. (85, p. 188)

This statement is just as applicable today as it was at the time it was written in 1989. Op-
portunities to improve public health surveillance systems must take a principled approach that
will generate evidence of the highest possible quality. Moreover, this evidence must be translated
into practice to reduce unnecessary variation in the conduct of surveillance and to increase the
efficiency and effectiveness of surveillance and of the public health system more generally. Doing
so can be challenging for many reasons, including the increasingly multisectoral nature of surveil-
lance as public health agencies engage with stakeholders to ensure public security and promote
health. Despite these challenges, opportunities for enhancing surveillance practice exist in terms
of increased scientific rigor, outcomes-focused research, and health informatics.

Scientific Rigor and Outcomes in Research on Surveillance Systems

Although surveillance can benefit from research in many different fields, research on surveillance
is ultimately an applied science. It can be challenging to conduct applied research, because
practical demands and resource constraints will frequently conflict with research activities. The
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field of implementation science, however, can provide helpful guidance in this regard (51). For
example, innovations in surveillance systems could be introduced in a staged manner across
public health departments using a step-wedged cluster-randomized design (36) to minimize bias
in the assessment of the effect of system changes.

Given the many components of a surveillance system, it is perhaps not surprising that much
of the research in this field has focused on evaluating or improving specific components of the
surveillance process as opposed to evaluating the overall impact of a system. For example, the
last decade has seen a considerable amount of research on the statistical detection of aberrations
in surveillance data (15, 50), but most of these studies have focused on the statistical properties
of detection algorithms. With few exceptions, researchers have tended not to examine the
effect of detection algorithms on outcomes, such as the time to initiating a response (17) or
the number of infections averted (46). A greater focus on outcomes, however, could provide a
clearer picture of which enhancements to surveillance systems are likely to make a difference in
population health and should be implemented.

Measurement of costs and cost-effectiveness is another opportunity to enhance surveillance sys-
tems. Although a cost-effectiveness perspective is readily accepted in the evaluation of new clinical
interventions, few evaluations of surveillance system modifications have taken this approach (83).
For example, public health agencies are frequently faced with the question of whether they should
use newly available data streams or adopt new analytical methods. Although it is important to con-
duct research that characterizes a novel data source or method, the insights from such evaluations
do not fully address the question of whether the new procedure should be adopted in practice.
Quantifying the costs and the effectiveness of innovations in public health surveillance systems
would provide decision makers with highly relevant evidence to guide the allocation of resources.

The Role of Informatics in Surveillance Systems

Public health informatics has grown rapidly as a discipline in the past two decades (30, 89),
and surveillance in particular has been the subject of many studies in the informatics literature
(47). Informatics research has helped to advance surveillance systems in many ways, including by
facilitating access to new data streams from clinical and other sources (16, 29, 43, 52); automating
surveillance processes, such as case detection from free text (22) and aberration detection (38);
and enabling the rapid dissemination of information produced by surveillance to a wide range of
stakeholders (20).

Building on these advances, many opportunities exist for health informatics methods to enhance
surveillance systems. One opportunity is the development of controlled terminologies and ontolo-
gies for public health surveillance and public health practice in general. Scientific advancement
in any field requires clarity and precision in measurement and communication. The establish-
ment of common terminologies can facilitate comparative research and the sharing of software,
including the sharing of surveillance software across public health agencies. An Australian group
of researchers has taken a first step in this direction by developing a taxonomy of public health
actions including surveillance (41), and other researchers have built upon this model and used it
as the core of a chronic disease surveillance system (59). Similar work has developed shareable
models to guide the conduct of reportable disease surveillance (25). This type of work provides
a scalable and open foundation for ongoing improvements in public health surveillance, as it can
support the sharing, reuse, and refinement of software systems and public health knowledge.

Informatics also offers the opportunity to enhance public health surveillance by enabling new
ways to engage the public. For example, some researchers have demonstrated how members of
the general public can be recruited to receive messages by email or text routinely asking them to
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report the onset of symptoms, such as influenza-like illness (80, 87). Surveillance systems based on
participatory cohorts provide information similar to that obtained through sentinel surveillance (4),
and they address some of the limitations of surveillance methods based on telephone survey, which
may not adequately sample populations without telephone lines (44, 55). Participatory cohorts,
however, are subject to sampling bias, and loss of cohort members to attrition can pose a challenge.

Another novel use of informatics to enhance surveillance is through social media. Much of
the research on this approach has focused on passive monitoring of social media data, such as
Twitter, to measure disease activity (76), health behaviors (57), or adverse events (65). In gen-
eral, evaluations suggest that this approach can produce information that can add value to other
surveillance strategies (73); however, the data may not be representative or may lack demographic
and geographical details that are important for some surveillance objectives. These limitations are
offset to some extent by the ability to use social media not just to gather data, but also to engage
individuals, for example by detecting comments about food poisoning and encouraging people to
contact a public health agency to file a report (34).

CONCLUSION

Surveillance is critical for public health, and surveillance systems are needed to conduct surveillance
efficiently and effectively. The main output of surveillance systems is information that drives action;
consequently, systems require data of sufficient quality and with a resolution and timeliness that
match public health objectives. In many ways, surveillance presents a working model of what
has been called a “learning health system” (7). The repeated cycle of observation, data analysis
to identify opportunities for improvement, and implementation of changes provides a means for
rapidly converting data into actionable information to improve population health.

Surveillance and the systems that enable surveillance have been the focus of applied research
in public health for decades; in recent years, however, there has been an increasing interest in
surveillance methods in the context of changing public health objectives and emerging opportuni-
ties for data access and computing. Surveillance systems are now applied broadly across many areas
beyond infectious diseases, and this increasing breadth of application, along with the associated
methodological demands (e.g., rapid signal detection, data integration), is driving innovation and
contributing to the scientific basis of public health surveillance. Scholars have emphasized the im-
portance of evaluating key attributes of surveillance systems for decades; today, they increasingly
recognize the routine monitoring of key system processes and outcomes as needed to aid data
interpretation, ensure quality, and guide focused evaluation activities.

Future improvements to surveillance systems must be driven by public health objectives and
should be evaluated rigorously to determine their effects and, ideally, costs. We encourage public
health surveillance practitioners to focus on opportunities to apply the data in new ways (as
reflected in the system’s objectives); to embrace the possibilities that informatics offers to enhance
data quality and system efficiency and effectiveness; to incorporate routine monitoring of system
performance; and to apply sound study designs to evaluate the effect of innovations on the outcomes
of interest. This renewed approach to surveillance systems will be instrumental in improving public
health practice and enhancing community health.
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